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Building a 
network/ society 
of things
From Chip-Scale Whispers to Global Broadcasts
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THE BLUEPRINT

Stratigraphy of the Network
The OSI Model as Digital Geology

7
Application Layer
The Conversation • HTTP / MQTT

6
Presentation Layer
Data Translation & Encryption

5
Session Layer
Connection Management

4
Transport Layer
Delivery • TCP (Reliable) / UDP (Fast)

3
Network Layer
Routing • IP Addresses (192.168.1.1)

2
Data Link Layer
Local Rules • MAC Addresses

1
Physical Layer
The Raw Material • Voltage & Frequency

Producer Note

FabAcademy works primarily between Layer 1 (The Board) 

and Layer 3 (The Local Network).

This practical focus grounds abstract networking concepts in 

hands-on hardware implementation, bridging theory and 

practice.

Key Insight

Each layer serves the one above it, creating a modular 

architecture where changes at one level don't affect others.

Metaphor: Like a building's architecture, each floor has its 

function, yet they all work together.



THE INFRASTRUCTURE

Asynchronous Serial Streams
Communication Without a Shared Clock

NO CLOCK LINE
Timing is agreed upon in advance

Unlike synchronous protocols (I2C/SPI), asynchronous communication relies on pre-configured baud 

rates at both ends. Both devices must agree on timing before communication begins—like two musicians 

using metronomes set to the same tempo.

UART
Universal Asynchronous Receiver-

Transmitter

Topology: Point-to-Point

Connection: TX  RX→

Use: Debugging, PC connection

RS-232
Legacy Standard

Voltage: +/- 12V

Converter: FTDI required

Use: Legacy hardware

RS-485
Industrial Standard

Signaling: Differential

Advantage: Noise immunity

Use: Long distances

Visual Metaphor

Device A Device B

Telephone Wire

Metronomes in Sync

Both devices must use the same baud rate (e.g., 

9600, 115200) for successful communication.



THE INTERIORS

Synchronous Chip Dialogue
Comparing I2C and SPI Protocols

I2C
The Seminar

Architecture

Controller  Multiple Peripherals↔

SDA (Data Line)

SCL (Clock Line)

Key Features

Addressable: Each device has unique address

Many devices, 2 wires: Bus topology

Requires Pull-up Resistors

Metaphor: Like a seminar where the professor calls on students by name.

SPI
The Firehose

Architecture

Controller  Peripheral↔

SCK (Clock)

PICO (Data Out)

POCI (Data In)

CS (Chip Select)

Key Features

High Speed: 10MHz+ data rates

Full Duplex: Simultaneous send/receive

Needs unique CS pin per device

Metaphor: Like a firehose—high volume, point-to-point, no addressing 

needed.



COMPARISON

Wired Protocol Selection Matrix
Choose the Right Protocol for Your Application

Protocol Wire Count Speed Topology Best For

I2C
2 wires
SDA + SCL

Standard
100-400 kHz

Multi-point
Bus architecture

Sensors, OLEDs, clean layouts

SPI
3 + 1/device
SCK, PICO, POCI + CS

Blazing
10 MHz+

Point-to-Point
Star architecture

SD Cards, displays, LED strips

UART
2 wires
TX + RX

Variable
Baud-dependent

Point-to-Point
Direct connection

Debugging, PC, legacy hardware

I2C: Best for multiple sensors on a single bus SPI: Best for high-speed data transfer
UART: Best for debugging and simple connections



WIRELESS FUNDAMENTALS

Zoning the Airwaves
The Physics of Wireless Communication

The Frequency Spectrum

Capacity = Bandwidth × log₂(1 + Signal/Noise)
Shannon-Hartley Theorem

The Cocktail Party Effect

2.4GHz is crowded with WiFi, Bluetooth, and microwave 

ovens. Signal strength must overpower the noise.

Modulation Types

AM/OOK: On/Off Keying

FM: Frequency Shift

LoRa: Chirp Spread Spectrum

Key Trade-offs

Range ↑

Speed ↓

Power ↓

Penetration ↑

Lower frequencies travel farther and 

penetrate obstacles better, but carry 

less data.

ISM Bands

Industrial, Scientific, and Medical 

frequency bands are license-free for 

communication.



PERSONAL AREA NETWORKS

The Public Square
Bluetooth & RFID Technologies

Bluetooth / BLE
The Digital Handshake

How It Works

Devices perform a "handshake" to establish connection, then exchange low-

energy "heartbeats" to maintain the link. Perfect for wearables and short-range 

device pairing.

Technical Details

Hardware: nRF52, ESP32

Architecture: GATT Profile
Services & Characteristics

Range: ~10-100m
2.4 GHz frequency

Use Cases: Smartwatches, fitness trackers, wireless earbuds

RFID / NFC
Passive Interaction

How It Works

The tag harvests energy from the reader's electromagnetic field—no battery 

required! When brought close, the tag powers up and transmits its data.

Technical Details

Hardware: MFRC522
13.56 MHz frequency

Power: Passive (no battery)
Energy from reader field

Range: ~4-10cm
Very short range

Use Cases: Access cards, inventory tracking, contactless payments

PAN (Personal Area Network): Designed for communication within a person's workspace (~10m range)



THE HIGHWAY

Wi-Fi & The Local Network
High Power, High Throughput • The Gateway to the Internet

Communication Styles

Client

Chip asks Google for time

Server

Chip hosts webpage to toggle LEDs

Protocols

HTTP vs UDP

Protocol Comparison

HTTP Reliable & Heavy

Text-heavy protocols

Guaranteed delivery

Web pages, APIs

UDP Fast & Light

Fire-and-forget

Low latency

Streaming, gaming

Key Insight: Wi-Fi is the gateway between your 

device and the vast internet.



THE HORIZON

LoRa & Long Range
Reaching Kilometers with Minimal Power

The Trade-off: Bandwidth for Distance

LoRa (Long Range) uses Sub-GHz frequencies (433, 868, 915 MHz) to send small packets kilometers away 

using minimal power.

Frequency

Sub-GHz bands
433 / 868 / 915 MHz

Range

Kilometers
2-15 km typical

Power

Minimal consumption
Years on single battery

Hardware

RA-08, SX1262 modules

Network

LoRaWAN (The Things Network)

Best Use Cases

• Agricultural sensors

• Smart city monitoring

• Environmental tracking

• Asset tracking



SELECTION GUIDE

Wireless Protocol Selection Matrix
Range vs. Power Consumption Trade-offs

Decision Rules

Need Video?

 Wi-Fi→

1-Year Battery?

 BLE or LoRa→

Talk to Phone?

 BLE→

Quick Reference

BLE/RFID: Wearables

Wi-Fi: Video/Streaming

LoRa: Sensors (long range)









THE ART OF CONNECTION

Communication is not just about
moving bits from A to B

It is about location, parallelism, modularity, and interference.

You are not just coding a board; you are designing a digital society.

1

Pick the Layer

Understand your stack

2

Agree on Protocol

Establish common ground

3

Check Timing

Synchronize your clocks

4

Listen First

Then talk

Fab Academy 2026 • Networking & Communications
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